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DETAILED ACTION 



Claim Rejections - 35 USC § 102 
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), 
by another filed in the United States before the invention by the applicant for patent or (2) a 
patent granted on an application for patent by another filed in the United States before the 
invention by the applicant for patent, except that an international application filed under the treaty 
defined in section 351 (a) shall have the effects for purposes of this subsection of an application 
filed in the United States only if the international application designated the United States and 
was published under Article 21(2) of such treaty in the English language. 



1 . Claims 1 -3, 5-6. 15-17 and 23-24 are rejected under 35 U.S.C. 1 02(e) as being 
anticipated by Bhagavath et al. (U.S. Patent Application Publication No. 20020021665 
A1). 

Regarding claim 1, Bhagavath teaches an apparatus (elements 12 and 14 in fig. 
1) comprising: 

at least one network interface ("a point of traffic aggregation") for coupling the apparatus 
to at least one network (fig. 1 and [0021]); 

a packet header analyzer coupled to the network interface (element 12 in fig. 1 ; [0030] 
and [0032]); 



a detected device list (user list) coupled to the packet header analyzer (fig. 5); 
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a weight definition store to store respective weight values for a plurality of packet 
characteristics ("designated network services(addresses)" 40 in fig. 2; [0013] and 
[0028]; "predetermined access threshold minimum" and "status codes" stored in the 
database, fig. 3); 

a weight calculator coupled to the packet header analyzer and to the weight definition 
store ("designated network services(addresses)" 40 in fig. 2; elements 120 and 150 in 
fig. 3); and 

a packet weight history store coupled to the weight calculator (200 and 210 in fig. 3). 

Regarding claim 2, Bhagavath further teaches that the apparatus further 
comprising: a control interface (keyboard) for receiving commands (42 in fig. 1 ). 

Regarding claim 3, Bhagavath further teaches that the control interface being 
adapted to connect to a command link which is physically distinct from the at least one 
network (42 in fig. 1). 

Regarding claim 5, Bhagavath further teaches that the apparatus further 
comprising at least one of a network switch, a network hub, and a network router 
([001 1], a gateway has to be one of a switch, a hub or a router). 
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Regarding claim 6, Bhagavath further teaches that the at least one network 
interface comprises at least two network interfaces ("traffic aggregation point" inherently 
has many network connections, [001 1]). 

Regarding claim 15, Bhagavath teaches a method of operation of a metering 
device, the method comprising: 

detennining an identification of a network device (user or subscriber) sending or 
receiving a packet ([0047]); 

if the identification of the network device is not already stored in a detected 
device list, adding the identification of the network device to the detected device list 
(200 and 210 in fig. 3); and 

for each of at least one packet characteristic of the packet, reading a weight 
definition of that packet characteristic from a weight definition store, calculating a weight 
for the packet, and updating a packet weight history (elements 150, 200 and 210 in fig. 
3). 

Regarding claim 16, Bhagavath further teaches that each of the at least one 
packet characteristic comprises one of: communication protocol; packet size; time that 
the packet was sent; time that the packet was received; current average network 
throughput; current peak network throughput; total amount of data transferred; total 
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amount of data transferred since some particular time; total amount of data transferred 
since some particular event; number of packets transferred that are in a given size 
range; traffic to particular addresses or ports or networks or sub-nets or network 
devices; traffic from particular addresses or ports or networks or sub-nets or network 
devices; average percentage of network utilization; peak percentage of network 
utilization; average number of TCP sessions open; peak number of TCP sessions open; 
average traffic level of a particular protocol; average traffic level of a particular protocol; 
and percentage mixes of specified protocols among the current network traffic ([0047] to 
[0055]). 

Regarding claim 17, Bhagavath further teaches redefining the weight definition 
(for example, the designated network address) in the weight definition store, of at least 
one packet characteristic (the designated network address can be determined on fly, 
[0013]). 

Regarding claim 23, Bhagavath teaches an article of manufacture comprising: a 
machine-accessible medium (elements 34, 36, 38 and 40 in fig. 2, they are accessible 
to 12 and 14) including data that, when accessed by a machine, cause the machine to, 
analyze a packet header of a packet ([0030] and [0032]), identify a first network device 
which sent the packet (the packet header inherently has the information of network 
device address-source address; [0047] and fig. 5), identify a second network device to 

i 

1 
I 
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which the packet was sent (the packet header inherently has the infonnatlon of network 
device address-destination address; [0048] and fig. 5), if the first or second network 
device is not already identified in a detected device list, adding the first or second 
network device to the detected device list (fig. 5), for each of at least one packet 
characteristic of the packet (for example, "the predetermined access threshold 
minimum") calculating a weight for the packet (120 in fig. 3), and updating a packet 
weight history for that packet characteristic of that packet in a packet weight history 
store (200 and 210 in fig. 3). 



Regarding claim 24, Bhagavath further teaches the machine-accessible medium 
(36 in fig. 2) further includes data that cause the machine to; reset at least some content 
of the packet weight history store (the database 36 in fig. 2 is a "temporary" database, 
it's inherently flushed after certain time). 



Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action; 

(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this title, if the differences between the 
subject matter sought to be patented and the prior art are such that the subject 
matter as a whole would have been obvious at the time the invention was made to a 
person having ordinary skill In the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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2. Claim 4 is rejected under 35 U.S.C. 1 03(a) as being unpatentable over by 
Bhagavath et al. (U.S. Patent Application Publication No. 20020021665 A1 ) in view of 
Yang-Huffman (U. S. Patent Application Publication No. 20030115316 Al). 

Regarding claim 4, Bhagavath differs from the claimed invention in that 
Bhagavath does not specifically teach the control interface comprises: an SNMP 
interface adapted to receive SNMP commands over the least one network. However, 
Simple Network Management Protocol (SNMP) is a set of widely used standards for 
multi-vendor, interoperable network management. For example, Yang-Huffman 
teaches a network manager to use SNMP protocol to monitor network usage ([0005]). 
Therefore, it would have been obvious for one of ordinary skill in the art at the time 
when the invention was made to have the control interface to include an SNMP 
interface adapted to receive SNMP commands over the least one network, as taught 
by Yang-Huffman in the assembly of Bhagavath for multi-vendor, interoperable network 
management. 

3. Claims 7-14 and 18-22 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over by Bhagavath et al. (U.S. Patent Application Publication No. 
20020021 665 A1 ) in view of Bereiter (U. S. Patent No. 6,581 . 1 04 B1 ). 

Regarding claim 7, Bhagavath teaches a network communication system 
comprising: a plurality of N network devices (4 users 16 in fig. 1), 1 metering device (12 
and 14 in fig. 1 ) and the metering device is coupled to at least one of the network 
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devices (fig. 1). Bhagavath differs from the claimed invention in that Bhagavath does 
not specifically teach that there are a plurality of M metering devices, wherein the ratio 
of M:N is in the range of 1 :2 to 1 :512, and a server coupled to the metering devices to 
roll up metering reports from the metering devices. However, it's well known in the art 
that a typical network communication system can have up to thousands of network 
devices, and the overall environment is managed in a distributed manner. For example, 
Bereiter teaches a distributed management in such a large network. In fig. 1 , there are 
many network device (terminal nodes) managed by different metering devices (TN 
gateway), and a server (TN manager 14) coupled to the metering devices (TN gateway) 
to roll up metering reports from the metering devices (TN gateway). Also notice that the 
the ratio of M:N is in the range of 1 :3 to 1 :4. Therefore, it would have been obvious for 
one of ordinary skill in the art at the time when the invention was made to use a plurality 
of M metering devices for a plurality of N network devices; wherein the ratio of M:N is in 
the range of 1 :2 to 1 :512 and to use a server coupled to the metering devices to roll up 
metering reports from the metering devices, as taught by Bereiter in the assembly of 
Bhagavath in order to implement a distributed management for a network 
communication system. 

Regarding claims 8 and 9, the modified assembly of Bhagavath and Bereiter 
further teaches that the ratio of M:N is in the range of 1 :4 to 1 :128 (1 :4 in fig. 1 of 
Bereiter, 1:4 in fig. 1 of Bhagavath). 
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Regarding claim 9, the modified assembly of Bhagavath and Bereiter differs from 
the claimed invention in that from the claimed invention in that the modified assembly of 
Bhagavath and Bereiter does not specifically teaches the ratio of M:N is In the range of 
1 :8 to 1 :32. However, examiner takes an official notice that it's well known in the art the 
as many network devices can be added to one metering device as long as the metering 
device can handle them in terms of hardware and software. Therefore, it would have 
been obvious for one of ordinary skill in the art at the time when the invention was made 
to include different ratios to accommodate different environments. 

Regarding claim 10, the modified assembly of Bhagavath and Bereiter further 
teaches that the network communication system having at least two of the metering 
devices are coupled to respective different numbers of network devices (1 to 3 and 1 to 
4 in fig. 1 of Bereiter). 

Regarding claim 1 1 , the modified assembly of Bhagavath and Bereiter further 
teaches that at least some of the metering devices each comprises: a packet header 
analyzer (element 12 in fig. 1 ; [0030] and [0032]; Bhagavath); a detected device list 
(user list) coupled to the packet header analyzer (fig. 5 of Bhagavath); and a packet 
weight history coupled to the detected device list (200 and 210 in fig. 3 of Bhagavath). 
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Regarding claim 12, the modified assembly of Bhagavath and Bereiter further 
teaches that the metering devices each further comprises: a weight definition store 
("designated network services(addresses)" 40 in fig. 2; [0013] and [0028]; 
"predetermined access threshold minimum" and "status codes" stored in the database, 
fig. 3 of Bhagavath); and a weight calculator coupled to the weight definition store 
("designated network services(addresses)" 40 in fig. 2; elements 120 and 150 in fig. 3); 
the packet weight history, and the packet header analyzer (element 12 in fig. 1 of 
Bhagavath). 

Regarding claim 13, the modified assembly of Bhagavath and Bereiter further 
teaches that at least some of the metering devices each comprises at least one of a 
network switch, a network hub, and a network router ([001 1] in Bhagavath). 

Regarding claim 14, the modified assembly of Bhagavath and Bereiter further 
teaches that at least some of the metering devices each comprises at least one of a 
network switch, a network hub, and a network router Bhagavath ([001 1] in Bhagavath). 

Regarding claims 18 and 19, Bhagavath teaches a method of metering 
communication network traffic, the method comprising, at each of M metering devices 
(elements 12 and 14 in fig. 1) variously coupled to respective ones of N network 
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devices: receiving packets from network devices ([0030]); analyzing packet headers of 
the packets ([0030] and [0032]); and in response to the analyzing, updating a weighted 
packet history (elements 150, 200 and 210 in fig. 3). 

Bhagavath differs from the claimed invention in that Bhagavath does not 
specifically teach that N>4, M>2, and M:N is in the range of 1:4 to 1 : 128. However, it's 
well known in the art that a typical network communication system can have up to 
thousands of network devices, and the overall environment is managed in a distributed 
manner. For example, Bereiter teaches a distributed management in such a large 
network. In fig. 1 , there are many network device (terminal nodes; N>4) managed by 
different metering devices (TN gateways; M>2); a server (TN manager 14) coupled to 
the metering devices (TN gateway) to roll up metering reports from the metering devices 
(TN gateway). Also notice that the ratio of M:N is 1 :4 in fig. 1 . Therefore, it would have 
been obvious for one of ordinary skill in the art at the time when the invention was made 
to use a plurality of M metering devices for a plurality of N network devices; wherein that 
N>4, M>2, and M:N is In the range of 1 :4 to 1 :128 and to use a server coupled to the 
metering devices to roll up metering reports from the metering devices, as taught by 
Bereiter in the assembly of Bhagavath in order to Implement a distributed management 
for a network communication system. 

Regarding daim 20, the modified assembly of Bhagavath and Bereiter further 
teaches that for each of at least one packet characteristic identified in the analyzing for 

i 
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a packet (for example, "the predetermined access threshold minimum" in Bhagavath), 
determining a weight definition for that packet characteristic (predetermined in 
Bhagavath), calculating a weight for the packet (120 in fig. 3 of Bhagavath), and using 
the calculated weight in the updating of the weighted packet history (200 and 210 in fig. 
3 of Bhagavath). 

Regarding claim 21, the modified assembly of Bhagavath and Bereiter further 
teaches that each of the at least one packet characteristic comprises a respective one 
of: communication protocol; packet size; time that the packet was sent; time that the 
packet was received; current average network throughput; current peak network 
throughput; total amount of data transferred; total amount of data transferred since 
some particular time; total amount of data transferred since some particular event; 
number of packets transferred that are in a given size range; traffic to particular 
addresses or ports or networks or sub-nets or network devices; traffic from particular 
addresses or ports or networks or sub-nets or network devices; average percentage of 
network utilization; peak percentage of network utilization; average number of TCP 
sessions open; peak number of TCP sessions open; average traffic level of a particular 
protocol; average traffic level of a particular protocol; and percentage mixes of specified 
protocols among the current network traffic ([0047] to [0055]). 
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Regarding claim 22, the modified assembly of Bhagavath and Bereiter further 
teaches that altering the weight definition in the weight definition store (for example, "the 
designated network addresses" can be altered on the fly by the usage monitoring 
module to be the most popular addresses, [0013] in Bhagavath), of at least one packet 
characteristic. 
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Conclusion 



4. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Una Yang whose telephone number is (571 )272-31 51 . 
The examiner can normally be reached on 7:30am-6:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Huy Vu can be reached on (571 )272-3155. The fax phone number for the 
organization where this application or proceeding is assigned is 517-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-clirect.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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